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[0001] This disclosure claims priority under 35 U.S.C. §120 of 

Application No. 09/699,329 filed on October 31, 2000, and Application No. 
09/699,353 filed on October 31, 2000, which are hereby incorporated by 
reference in their entireties. 

Field of the Invention 

[0002] The present invention is directed to the provisioning of servers and 

other computing devices that provide support for sites that are hosted on the 
Internet, intranets, and other communication networks, and more particularly to a 
framework that facilitates the automated provisioning of such devices during 
operations such as the initial deployment of a site, rescaling of the site and/or 
disaster recovery. 

Background of the Invention 

[0003] The growing popularity and increasing accessibility of the Internet 

has resulted in its becoming a major source of information, as well as a vehicle for 
inter-party transactions, in a variety of environments. For instance, a number of 
different types of entities, such as government agencies, school systems and 
organized groups, host Internet and/or intranet web sites that provide 
informational content about themselves and topics related to their interests. 
Similarly, commercial enterprises employ web sites to disseminate information 
about their products or services, as well as conduct commercial transactions, such 
as the buying and selling of goods. To support these activities, each web site 
requires an infrastructure at one or more centralized locations that are connected 
to a communications network, such as the Internet. Basically, this infrastructure 
stores the informational content that is associated with a particular site, and 



responds to requests from end users at remote locations by transmitting specific 
portions of this content to the end users. The infrastructure may be responsible 
for conducting other types of transactions appropriate to the site as well, such as 
processing orders for merchandise that are submitted by the end users. A 
significant component of this infrastructure is a web server, namely a computer 
having software which enables it to receive user requests for information, retrieve 
that information from the appropriate sources, and provide it to the requestor. 
Web sites which provide more complex services, such as online ordering, may 
also include application servers to support these additional functions. 
[0004] In the case of relatively small entity, the infrastructure to support its 

web site may be as simple as a single server, or even a portion of a server. 
Conversely, a large, popular web site that contains a multitude of content and/or 
that is accessed quite frequently may require numerous web servers to provide the 
necessary support. Similarly, web sites for commercial entities, via which 
transactional operations are conducted, may employ multiple application servers to 
support transactions with a large number of customers at one time. In addition to 
servers, the infrastructure for a web site typically includes other types of 
computing devices such as routers, firewalls, load balancers and switches, to 
provide connectivity, security and efficient operation. 

[0005] The present invention is particularly directed to the manner in 

which servers, and other devices necessary to support a web site, are provisioned 
with the appropriate software necessary for the site. Provisioning includes the 
installation of the software that is executed by the device to perform the functions 
assigned to it, and the subsequent configuration of that software to optimize its 
operation for the given site. Such provisioning initially occurs when the web site 
is launched, i.e. when one or more servers are connected to an appropriate 
communications network such as the Internet, and loaded with the programs and 
data content necessary to provide the services associated with the site. Thereafter, 
a need for further provisioning may arise, particularly in the case of a successful 
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web site, when additional servers must be added to support an increasing number 
of requests from end users. In another instance, the provisioning of the servers 
and other computing devices may be required as part of a disaster recovery 
operation, for example a sudden interruption in power, an attack by a hacker, or 
corruption of stored software and/or data. 

[0006] The provisioning of a server or other device that supports the 

operation of a web site involves several discrete steps. First, the appropriate 
operating system software must be loaded onto the device. Thereafter, software 
applications that are required to support the particular functions or services 
associated with the site are loaded, such as database software, credit card 
processing software, order processing software, etc. After they have been loaded, 
these applications may need to be configured, e.g. their operating parameters are 
set to specific values, to support the requirements of the particular site and/or 
optimize their performance for that site. Finally, the content associated with the 
individual pages of the web site must be loaded, after which further configuration 
may be required. The order in which these various components are loaded onto 
the server and configured can be quite critical, to ensure compatibility of the 
various programs with one another. 

[0007] In the past, the provisioning of web servers was often carried out 

manually. In other words, each item of software was individually loaded onto the 
server and then configured by a person having responsibility for that task. One 
problem with such an approach is the fact that it consumes a significant amount of 
time. For a relatively large site that is supported by multiple servers, the 
provisioning could take several days to be completed, thereby delaying the time 
before the site can be launched and/or upwardly scaled to accommodate increasing 
traffic. Another, and perhaps more significant, limitation associated with the 
manual provisioning of devices is the lack of repeatability in the software 
configurations. More particularly, whenever manual operations are involved in 
the installation of software, there is always the possibility of human error, such as 
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the failure to install one of the required components, or the loading of the various 
items of software in the wrong order. Such errors can result in misoperation or 
total failure of the web site, and can be extremely time consuming to discover and 
correct. 

[0008] In addition, when a configuration adjustment is made on one device 

to improve its performance, if that change is not recorded by the person making 
the adjustment, it may not be carried over to subsequent devices of the same type 
when they are provisioned. This latter problem is particularly acute if a device 
should experience a failure a considerable period of time after the given device 
was configured. If the person who was responsible for originally configuring the 
device is no longer available, e.g. he or she has left the employ of the company 
hosting the site, it may not be possible to reconstruct the original configuration if 
it was not recorded at the time it was implemented. The same concerns arise if 
the site needs to be upwardly scaled by adding more devices of the same type after 
the employee has left. 

[0009] To overcome some of the problems associated with the installation 

of software on multiple computers, various techniques have been developed which 
permit software to be automatically deployed to the computers with minimum 
involvement by humans. However, these techniques are limited in the types of 
environments in which they can be utilized. For example, in an enterprise where 
all of the users interact with the same legacy applications, a "cookie cutter" type 
of approach can be used to deploy the software. In this approach, every computer 
can have the same, standard set of programs, each with the same configuration. 
Once the software programs and settings have been determined, they can be 
packaged in a fixed format, sometimes referred to as a "ghost" or "brick", and 
automatically disseminated to all of the appropriate computers. Thus, whenever a 
change is made to the standard configuration, it can be easily distributed to all of 
the users at once. Similarly, if a particular user experiences a failure, for instance 



due to a computer virus, the standard package can be readily installed on the 
user's computer, to restore the original functionality. 

[0010] However, this type of automated deployment is not effective for 

situations in which computers, such as servers, need to be customized to 
accommodate the individual requirements of varied users. One example of such a 
situation is a data center which may house the infrastructure for hundreds of 
different web sites. The hardware and software requirements for these sites will 
typically vary among each site. For instance, each site will likely have a different 
business logic associated with it, i.e. the informational content and services 
associated with a given site will not be the same as those of any other site 
supported by that data center. These differences may require a combination of 
hardware and software which is unlike that of any other site. Similarly, different 
web site developers may employ different platforms for the sites, thereby 
necessitating various combinations of operating systems and application programs 
on the servers of the respective sites. Furthermore, different types of equipment 
may be utilized for the sites, thereby adding to the complexity of the provisioning 
process. In some cases, the same site may require a variety of different hardware 
devices, operating systems and application programs to handle all of the different 
services provided by that site. For an entity that is responsible for managing the 
varied infrastructure of these sites, such as a data center operator or a third-party 
infrastructure utility provider, the known approaches to automated software 
deployment are not adapted to meet the high degree of customization that prevails 
in these types of situations. Rather, because of the flexibility that is required to 
accommodate a different configuration of hardware and/or software for each site, 
manual provisioning is still being practiced to a large extent, with all of its 
attendant disadvantages. 

[0011] It is desirable, therefore, to provide a framework for the automated 

provisioning of servers and other devices that support various types of network- 
based services, such as the hosting of an Internet or intranet web site. Such a 
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framework should exhibit sufficient flexibility to accommodate the differing needs 
of the hosts of such services, while maintaining repeatability, and hence 
reliability, in the provisioning process. 

Summary of the Invention 

[0012] In accordance with the present invention, the foregoing objectives 

are achieved by means of a framework in which an automated provisioning system 
communicates with agents that are resident on each device that is to be 
provisioned, such as servers, routers, and other computing devices. The agents 
have access to the configuration of the device at the highest level of authority, so 
that they are able to fully manipulate all of the software on the device. To 
minimize security risks in light of the authority level of the agent, communications 
between the agents and the provisioning system are authenticated, encrypted and 
carried out in a point-to-point manner. 

[0013] The provisioning system includes a central file system which 

contains all of the software components that need to be installed on the devices. 
In one embodiment of the invention, these components are classified into different 
categories, or roles, that relate to the frequency with which they are likely to be 
updated and/or the set of personnel who are permitted to have access to them. 
Thus, for example, static data content of a site, which may be updated on a daily 
or weekly basis, is maintained in a separate role from application programs and 
operating system software. Each device has a set of roles assigned to it, which 
determines the function and operation of that device. 
[0014] The system also includes a central database that contains all 

information that is relevant to the provisioning of the devices. This information 
includes the hardware configuration of the devices, the software components that 
make up the various roles assigned to a device, the configuration settings for those 
components, and logical information such as IP addresses and the like. Whenever 
a device is to be automatically provisioned, the relevant information is retrieved 
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from the central database, and used to construct a set of commands that are sent to 
the remote agents for installing the appropriate software components and 
otherwise configuring the devices. 

[0015] The information stored in the central database comprises a model of 

the individual devices, as well as the interconnections of those devices. Whenever 
a change is to be made to a device, the change is first recorded in the stored 
model, rather than being directly implemented on the device itself. These changes 
are carried out by means of a user interface that enables an operator to test them 
on the model. Once the changes have been verified to be appropriate, they are 
then provided from the database to the device, through the agents. By having the 
configurations of the devices be controlled from the database, rather than directly 
by operators, repeatability of results is assured for all devices of the same type. 
[0016] All communications between the central database and the remote 

agents are preferably carried out by means of a central gateway within the 
provisioning system. This gateway converts provisioning policies from the user 
interface and database information into the primitives of messages that are sent to 
the remote agents. As a result, the agents themselves can be relatively light 
weight in structure, and need not possess a significant amount of internal 
functionality to perform the tasks associated with provisioning the devices. 
[0017] These and other features of the invention are explained in greater 

detail hereinafter with reference to an exemplary embodiment of the invention 
illustrated in the accompanying drawings. 

Brief Description of the Drawings 

[0018] Figure 1 is a block diagram of the basic logical tiers of a web site; 

[0019] Figures 2a and 2b are more detailed diagrams of the devices in an 

exemplary web site; 

[0020] Figure 3 is a block diagram of one embodiment of the hardware 

configuration for a web site in a data center; 
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[0021] Figure 4 is a more detailed block diagram of an exemplary 

configuration for a web site host compartment in a data center; 

[0022] Figure 5 is a time line illustrating the life cycle of a typical web site 

server; 

[0023] Figure 6 is a general block diagram of a data center in which the 

present invention can be implemented; 

[0024] Figure 7 is a block diagram of a provisioning framework in 

accordance with the principles of the invention; 

[0025] Figure 8 is a block diagram of the roles for server software; 

[0026] Figure 9 is a diagram of the hierarchy of components in a role; 

[0027] Figure 10 is a timing diagram that illustrates the communication 

between the gateway and an agent; and 

[0028] Figure 1 1 is a block diagram of the components of the agent. 

Detailed Description 

[0029] To facilitate an understanding of the principles of the present 

invention, it is described hereinafter with reference to its application in the 
provisioning of devices that support web site operations, such as servers, load 
balancers, firewalls, and the like. Further in this regard, such description is 
provided in the context of a data center, which typically accommodates the 
infrastructure to support a large number of different web sites, each of which may 
have a different configuration for its infrastructure. It will be appreciated, 
however, that the implementation of the invention that is described hereinafter is 
merely exemplary, and that the invention can find practical application in any 
environment where the automated provisioning of computer resources is desirable. 
Thus, for example, the principles which underlie the invention can be employed to 
provision computing devices in the networks of an enterprise, or in any other 
situation in which there are a sufficient number of computing devices to realize the 
benefits of automated provisioning. 



[0030] Prior to discussing the specific features of an exemplary 

embodiment of the invention, a general overview of the infrastructure for hosting 
a web site will first be provided. Fundamentally, a web site can be viewed as 
consisting of three functional tiers. Referring to Figure 1, one tier comprises a 
web server tier 10. The web server is the combination of hardware and software 
which enables browsers at end user locations to communicate with the web site. It 
performs the task of receiving requests from end users who have connected to the 
web site, such as HTTP requests and FTP requests, and delivering static or 
dynamic pages of content in response to these requests. It also handles secure 
communications through a Secure Socket Layer (SSL), and the generation of 
cookies that are downloaded to browsers. Typically, since these types of 
operations do not require a significant amount of processing power, the web 
server can operate at relatively high volume rates. The throughput capacity of this 
tier is usually determined by the amount of server memory and disk storage which 
is dedicated to these operations. 

[0031] Another tier of the web site comprises an application server tier 12. 

This component performs dynamic transactions that are much more 
computationally intensive, such as order processing, credit card verification, etc. 
Typically, the application server implements the development environment that 
defines the business logic and presentation layer associated with a given site, i.e. 
its functionality as well as its "look and feel". The performance of this tier is 
normally determined by the amount of CPU processing power that is dedicated to 
it. Separation of the web servers and the application servers into different tiers 
ensures reliability and scalability. 

[0032] The third tier of the site comprises a database tier 14. This tier 

stores information relevant to the operation of the site, such as customer 
demographic and account information, available stock items, pricing, and the like. 
Preferably, it is implemented with a relational database architecture, to permit the 
data to be manipulated in a tabular form. Connection pooling to the database can 
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be performed by the application servers, to minimize redundant calls and thereby 
preserve processing power. 

[0033] While the fundamental architecture of a web site can be viewed as 

comprising these three tiers, in an actual implementation the structure of the web 
site can be significantly more complex. Depending upon the size and requirements 
of the site, in some cases the database tier can be combined into the application 
server tier. Even more likely, however, is an architecture in which one or more 
tiers is divided into several layers. This occurrence is particularly true for the 
application server tier, because it implements the business logic of a site. 
Depending upon the types of transactions to be performed by the site, the 
application server tier may require a number of different types of specialized 
application servers that are interconnected in various ways. One example of such 
is depicted in Figure 2a. In this situation, the site includes a number of web 
servers 11a, lib, ...lln. Each of these web servers may have the same software 
and same configuration parameters. The site also includes a number of application 
servers 13a, 13b, ...13n. In this case, however, not all of the application servers 
are the same. For instance, server 13a communicates with a first type of database 
server 15a, whereas servers 13b and 13n communicate with another application 
server 13d at a different level, which may be a highly specialized server. This 
server may communicate with a second type of database server 15b to carry out 
the specialized services that it provides. In addition, the server 13n may 
communicate with a directory server 15c. 

[0034] If the performance of the server 13d begins to degrade due to 

increased traffic at the web site, it may be necessary to add another server 13d', to 
provide additional CPU capacity, as depicted in Figure 2b. However, because of 
the architecture of the site, the automated provisioning task becomes more 
complex, since the application server 13d is different from the other application 
servers 13a, 13b, etc., in both its configuration and its connection to other 
devices. Hence, not all of the application servers can be treated in the same 
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manner. Furthermore, since the business logic of a given site is likely to be 
different from that of other sites, the configuration parameters that are employed 
for the site of Figure 2a may not be appropriate for the devices of any other site, 
which increases the complexity of the provisioning process even more. 
[0035] In many instances, the infrastructure for supporting a web site is 

housed in a data center, which comprises one or more buildings that are filled 
with hundreds or thousands of servers and associated equipment, for hosting a 
large number of different web sites. Typically, each floor of the data center 
contains numerous rows of racks, each of which accommodate a number of 
servers. In one configuration, each web site may be assigned a portion of a 
server, or portions of several servers, depending upon its requirements. This 
approach is typically employed by Internet service providers (ISPs), and is 
referred to as a "multi-tenancy" configuration, wherein multiple sites may be 
resident on a given server. 

[0036] In an alternate configuration, each site is allocated a discrete 

compartment within the data center, with the servers and other computing devices 
within that compartment being dedicated to hosting the services of the given site. 
Figure 3 is a block diagram illustrating this latter configuration. This figures 
illustrates three exemplary web site compartments, each of which accommodates 
the equipment for hosting a web site. Thus, in the illustrated embodiment, each 
compartment includes one or more web servers 10a, 10b, one or more application 
servers 12a, 12b, and a database server 14a, to provide the three functional tiers. 
In addition, the components of the web site infrastructure may include a firewall 
16 to provide security against attacks on the site, a load balancer 18 for efficient 
utilization of the web servers and the application servers, and a switch 20 for 
directing incoming data packets to the appropriate servers. These devices in the 
web site compartment can be securely connected to the host entity's computer 
system via a virtual private network 22. To avoid a single point of failure in the 
web site, additional redundant components are included, and like components are 
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cross-connected with one another. This feature of redundancy and cross- 
connection adds another layer of complexity to the automated provisioning 
process, particularly as the web site grows so that the number of devices and their 
cross-connections increase and become more complicated to manage. 
[0037] The physical storage devices for storing the data of a web site can 

also be located in the compartment, and be dedicated to that site. In some cases, 
however, for purposes of efficiency and scalability, it may be preferable to share 
the data storage requirements of multiple compartments among one another. For 
this purpose, a high capacity storage device 24 can be provided external to the 
individual compartments. When such a configuration is employed, the storage 
device 24 must be capable of reliably segregating the data associated with one 
compartment from the data associated with another compartment, so that the 
different hosts of the web sites cannot obtain access to each others' data. 
Examples of storage devices which meet these requirements are those provided by 
EMC Corporation of Hopkinton, Massachusetts. For additional discussion of the 
manner in which devices of this type can be incorporated into an infrastructure 
such as that depicted in Figure 3, reference is made to co-pending, commonly 
assigned Application No. 09/699,351, filed on October 31, 2000, the disclosure of 
which is incorporated herein by reference. 

[0038] In a particularly preferred embodiment, each web site compartment 

is comprised of at least three racks 26 within a data center. Referring to Figure 4, 
the two outer racks 26a and 26c contain the components of the three basic tiers for 
a web site. Thus, each rack may contain one or more webservers and/or 
application servers. The center rack 26b contains the devices associated with 
interfacing the web site server to external networks. Hence, the necessary 
switches, firewalls and load balancers are contained in this rack, where they can 
be easily connected to the servers in each of the two adjacent racks. 
[0039] To provide the services associated with a web site, each of the 

servers and other devices in a compartment must be configured with the 
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appropriate software, and then regularly maintained to provide updates consistent 
with changes in the web site. A typical life cycle for a server is depicted in 
Figure 5. Referring thereto, after a server has been constructed it is typically 
delivered to a data center, or other site where the web site's infrastructure is 
housed, with only the computer BIOS (Basic Input/Output System) installed on it. 
When it is to be put into operation, it is assigned to a designated web site 
compartment, and then customized for the tasks that are to be performed for that 
site. At the outset, an appropriate operating system and other general software are 
loaded onto the server at Step 1 . If desired, the operating system and general 
software can be pre-loaded onto the server, before it is assigned to a specific 
compartment. One technique for preparing servers ahead of time with an 
operating system and other general software, so that they are ready for assignment 
to a compartment and immediate loading of site-specific software, is described in 
co-pending Application No. 09/699,330, filed on October 31, 2000, the disclosure 
of which is incorporated herein by reference. 

[0040] The next major step in the customization of the server comprises 

the loading of the appropriate software applications that will handle the 
transactions associated with the web site. Examples of such programs include 
WebLogic application server distributed by Bea Systems, Inc., and Apache Web 
Server provided by The Apache Software Foundation. Once these types of 
programs have been installed at Step 2, they typically must be configured, i.e. 
various operating parameters must be set to appropriate values, which is depicted 
as Step 2a in Figure 5. Thereafter, the data content which is specific to the web 
site is loaded at Step 3, and further configuration may be carried out at Step 3a. 
Once all of this software has been appropriately installed and configured, the web 
site is launched and continues to run at Step 4. Even after the launch of the web 
site, however, continued maintenance of the server is required, to accommodate 
changes in the content of the site, upgrades to application software, and the like. 
These maintenance cycles may include the installation of software components, as 
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depicted by the loops which return to Steps 1 , 2 and 3 in the life cycle illustration 
of Figure 5. In addition, regular configuration changes may need to be made, to 
increase the performance of the site, as indicated by the loops which return to 
Steps 2a and 3a. 

[0041] At the end of its life cycle, the server may be decommissioned at 

Step 5. This could occur as a result of shutting down the web site, performing a 
major overhaul of the web site infrastructure, and/or upgrading to new equipment. 
At this point, the software is removed from the server, whereupon it can be 
assigned to a new compartment, reloaded with new software appropriate to the 
existing compartment, or simply retired from use. 

[0042] One feature of the present invention comprises a system for 

automating the configuration and maintenance of servers during the entirety of 
their life cycles, as depicted in Figure 5. Further in this regard, an objective of 
the invention is to provide a framework to deploy and configure software on a 
large number of servers within one or more data centers, that may be associated 
with different respective web sites, and therefore have different provisioning 
requirements. 

[0043] An overview of one environment in which the present invention 

operates is depicted in Figure 6. A data center 28 is partitioned into multiple 
customer compartments 29, each of which may be arranged as shown in Figure 4. 
Each compartment is connected to a backbone 30 or similar type of common 
communication line for access by computers which are external to the data center. 
For instance, if the compartments are associated with Internet web sites, the 
backbone 30 constitutes the physical communication path via which end users 
access those sites over the Internet. The backbone may also form the path via 
which the web site hosts can securely communicate with the devices in their 
individual compartments, for instance by virtual private networks. 
[0044] Also located in the data center 28 is a provisioning and management 

network 3 1 . This network may be located within another compartment in the data 
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center. This network is connected to the computing devices in each of the 
compartments 29 which are to be managed. In the embodiment of Figure 6, the 
provisioning network 31 is illustrated as being connected to the compartments 29 
by a network which is separate from the backbone 30. In an alternative 
implementation, the provisioning network can communicate with the 
compartments over the backbone, using a secure communications protocol. 
[0045] The provisioning network 31 may be operated by the owner of the 

data center, or by a third-party infrastructure utility provider. While Figure 6 
illustrates all of the compartments being connected to the network 31, this need 
not be the case. To this end, multiple provisioning networks may be located in 
the data center, with each one operated by a separate entity to provision and 
manage the devices in different ones of the compartments 29. In accordance with 
the present invention, the network 3 1 automatically controls the provisioning and 
management of the computing devices in each compartment associated with that 
network. 

[0046] To automate the provisioning of servers and related types of devices 

in accordance with this aspect of the invention, an agent is installed on each device 
that is controlled by the network 3 1 , to handle the retrieval and loading of 
software onto the device. This agent can be installed, for example, during Step 1 
in the life cycle of a device, as part of the loading of the operating system and 
other general software. To be effective in the provisioning of the software, the 
agent has the ability to manipulate the configuration of the device at the highest 
level of permission associated with that device. Often, the highest level of 
permission is denoted as "root access" or "administrator" authority for the device. 
By providing the agent with such a level of access, it has the flexibility to install, 
remove and manipulate any software component that resides on the device, 
including operating system software. In one embodiment of the invention, the 
agent is written in the Python programming language, since it provides cross- 
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platform capabilities and readily facilitates the manipulation of different types of 
operating systems. 

[0047] The agent communicates with the provisioning network 31 to obtain 

commands regarding tasks that need to be performed on its device, as well as 
obtain the software components that are to be installed as part of the provisioning 
process. One example of a provisioning network 31 that communicates with the 
agents on individual devices, to perform automated provisioning, is illustrated in 
Figure 7. Two fundamental functions are implemented by the provisioning 
network. One of these functions is to maintain information about, and manage, all 
of the devices that are associated with the provisioning system. The second 
function is to store and provide the software that is loaded on these devices. The 
first function is implemented by means of a central database 32, that is accessed 
via a database server 33. This database comprises a repository of all pertinent 
information about each of the devices that are connected to the provisioning 
network. Hence, depending upon the extent of the provisioning system, the 
central database might contain information about devices in only a few web site 
compartments, or an entire data center, or multiple data centers. The information 
stored in this database comprises all data that is necessary to provision a device. 
For instance, it can include the hardware configuration of the device, e.g., type of 
processor, amount of memory, interface cards, and the like, the software 
components that are installed on the device along with the necessary configuration 
of each of those components, and logical information regarding the device, such as 
its IP address, the web site with which it is associated, services that it performs, 
etc. For a detailed discussion of an exemplary model of such a database for 
storing all of the relevant information, reference is made to co-pending 
Application No. 09/699,353, filed on October 31, 2000, the disclosure of which is 
incorporated herein by reference. In essence, the information stored in the 
database constitutes a model for each device that is managed by the provisioning 
system, as well as the interconnection of those devices. 
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[0048] The second principal function of the provisioning network is 

implemented by means of a central file system 34, which is accessed via a file 
server 35 . This file system stores the software that is to be installed on any of the 
devices under the control of the provisioning system. To facilitate the retrieval of 
a given item of software and forwarding it to a destination device, the software 
components are preferably stored within the file system as packages. One 
example of a tool that can be used to create software packages for a Linux 
operating system is the Red Hat Package Manager (RPM). This tool creates 
packages in a format that enables the contents of a package, e.g. the files which 
constitute a given program, to be readily determined. It also includes information 
that enables the integrity of the package to be readily verified and that facilitates 
the installation of the package. To support a different operating system, a 
packaging tool appropriate to that operating system, such as Solaris Packages for 
Sun operating systems or MSI for Microsoft operating systems, can also be 
employed. Regardless, all packages for all operating systems can be stored in the 
file system 34. 

[0049] In operation, when the automated provisioning of a device is to be 

performed, a command is sent to an agent 36 on the device, instructing it to obtain 
and install the appropriate software. The particular software components to be 
installed are determined from data stored in the central database 32, and identified 
in the form of a Uniform Resource Location (URL), such as the address of a 
specific package in the file system 34. Upon receiving the address of the 
appropriate software, the agent 36 communicates with the central file system 34 to 
retrieve the required packages, and then installs the files in these packages onto its 
device. The commands that are sent to the agent also instruct it to configure the 
software in a particular manner after it has been loaded. Commands can also be 
sent to the agent to instruct it to remove certain software, to configure the network 
portion of the operating system, or to switch from a static network address to one 
which is dynamically assigned. 
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[0050] As can be seen, the agent plays a significant role in the automated 

provisioning process. Since it has access to its device at the root level, 
communications with the agent need to be secure. More particularly, components 
of the provisioning system, such as the central database 32 and the file system 34, 
are located within a trusted provisioning network 3 1 that is not externally 
accessible by the Internet, or the like. However, the devices on which the agents 
36 are installed must be accessible by external networks via the backbone 30, and 
therefore are vulnerable to attacks from hackers. To minimize security concerns, 
therefore, all communications between the individual agents and the provisioning 
network are conducted on a point-to-point basis, rather than using broadcast 
messaging, as described in detail hereinafter. Preferably, the communications are 
encrypted, for example by using a secure protocol, such as HTTPS. Every 
communication session between a remote agent and a component of the 
provisioning network can first be authenticated by means of a signed certificate, to 
confirm to the recipient that the sender of the message is a trusted entity. 
[0051] To further enhance the security of the communications between the 

provisioning network and the agents, the network includes a central gateway 38 
for communications. For instance, when the provisioning of a device is to be 

carried out, the gateway can send a message to the agent 36, informing it of a task 
to be performed, e.g. a package to be retrieved and installed. Upon receiving this 
task, the remote agent contacts the central file server 35, with the address of the 
package that is needed. Before releasing the package to the agent, the file server 
can check with the central database to determine whether the agent should have 
access rights to that package. Preferably, the communication between the central 
file server 35 and the database 32 is also carried out via the gateway 38. By 
having all communications with the central database pass through the gateway, it 
becomes possible to store a trust hierarchy 37 that is associated with the gateway 
and that identifies the level of trust to be accorded each device that sends 
messages. Thus, for example, since the file server is located within the a secure 
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network 3 1 , it can be identified in the trust hierarchy 37 as having a high level of 
trust. Conversely, since the agents are located outside of the network, they have a 
less trusted level, and therefore appropriate security measures are taken. For 
instance, an agent may have the ability to make reports about the configuration of 
its device, but it cannot request information from the central database relating to 
its device. Similarly, an agent installed on a device for one web site cannot have 
access to packages in the file system 34 that are affiliated with another web site. 
This is enforced by having the file server 35 contact the communication gateway 
to confirm that an entity which requests access to a particular package has the 
right to do so. In addition to levels of trust that are associated with various 
devices and software components, the trust hierarchy can also identify personnel 
who are authorized to access and/or manipulate the components of the system. 
[0052] Another advantage associated with the use of the central gateway 

for communications between the agents and the database is that it permits the 
agents to be light weight, i.e. to have a relatively simple command set. More 
particularly, if the agents were to directly communicate with the central database, 
they would need to have functionality analogous to that of a client in a client- 
server database system. For instance, if the database utilizes a Structured Query 
Language (SQL) server, the agents would need to be able to construct SQL 
queries to send to the database. However, by interposing the gateway as a logic 
layer between the agents and the database, the necessary functionality for 
communicating with the database can be contained solely within the gateway, and 
the communications between the gateway and the agents can be much simpler. 
For example, messages that are exchanged between the gateway and the agents can 
be in the form of remote procedure calls that conform to the XML-RPC protocol, 
or the Simple Object Access Protocol (SOAP). When a message is received at the 
gateway, it constructs an appropriate SQL query, to retrieve the appropriate 
information from the database. This information can then be provided to the 
agents using a higher level messaging protocol, such as XML-RPC or SOAP. An 
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advantage of using such a protocol is that it enables commands to be sent to the 
agents from the provisioning network 31, which is not possible with SQL 
statements. 

[0053] There may be situations in which it is desirable to permit personnel 

who do not have access to the provisioning system per se to communicate with the 
agents. For instance, IT personnel at the entity hosting the site may need to 
perform some types of operations through the agent. In this case, the agent can be 
given the ability to communicate with a computer 39 external to the network, for 
instance by means of a browser on that computer. This external access can also 
serve as a debugging mechanism. For instance, a new configuration can be set up 
on a device and then tested in isolation on that device, via the browser, before it is 
deployed to all of the other devices of that same type. Whenever access to a 
device is sought by an entity outside of the secure network 28, the agent 
communicates with the gateway 38 to check with the trust hierarchy 37 and first 
confirm that the entity has the authority to access the device. 
[0054] Another component of the provisioning system is a user interface 

40 by which the devices are managed. The user interface communicates with the 
gateway 38, which converts messages into the appropriate format. For instance, 
the gateway can convert SQL data messages from the database 32 into an HTML 
format for presentation at the user interface. Conversely, the gateway converts 
procedure calls from the user interface into the appropriate SQL statements to 
retrieve and or modify data in the database 32. For a detailed description of one 
technique for performing such a conversion, reference is made to copending 
Application No. 09/699,349, filed on October 31, 2000, the disclosure of which is 
incorporated herein by reference. 

[0055] In essence, the user interface 40 comprises a single point of entry 

for establishing the policies related to the management of the devices. More 
particularly, whenever a change is to be implemented in any of the devices, the 
device is not directly configured by an operator. Rather, through the user 
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interface, the operator first modifies the model for that device which is stored in 
the database. Once the model has been modified, the changes are then deployed to 
the agents for each of the individual devices of that type from the data stored in 
the database, by means of the gateway 38. Preferably, the version history of the 
model is stored as well, so that if the new model does not turn out to operate 
properly, the device can be returned to a previous configuration that was known to 
be functional. The different versions of the model can each be stored as a 
complete set of data, or more simply as the changes which were made relative to 
the previous version. 

[0056] By using a framework such as that shown in Figure 7 to control the 

provisioning of the devices from the model data stored in the database, the need to 
manually configure each device is avoided, and repeatability is ensured, since all 
devices conform to the stored model. In other words, the model that is stored in 
the database is the driving force that controls the manner in which the devices are 
provisioned, rather than manual configuration of individual devices. The gateway 
38 functions as the focal point for all communications, and converts the policies 
established through the user interface into the appropriate primitives to implement 
the provisioning process, by means of SQL statements to the database and XML- 
RPC messages to the remote agents. By separating the process considerations 
entered by management personnel from the basic level operation, these two 
aspects of provisioning can be individually customized and revised, as desired. 
[0057] To provide flexibility and further enhance the repeatability of the 

process, in one implementation of the invention the concept of "roles" is employed 
to designate the software components to be installed on a device. In one 
embodiment of the invention, the software components are classified into three 
types of roles that can be related to the frequency with which those components 
are likely to change, or be upgraded. Referring to Figure 8, an OS role comprises 
the software which has the lowest probability of being changed during the life 
cycle of a device. This role consists of the operating system for the device, plus 
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other general software. The next type of role, denoted an APP role, consists of 
software components that also change relatively infrequently, but perhaps more 
often than the operating system and the general software. This role comprises the 
application software that is assigned to a device, in accordance with the tasks that 
are to be performed by that device. Hence, the programs associated with the web 
server tier and the application server tier are contained in this role. The third type 
of role, denoted a Content role, consists of the software that can change on a 
regular basis for web site, such as HTML pages, Java server pages (JSP), image 
files, and other static content that is regularly updated by the web site host. 
[0058] A given role comprises a hierarchical structure of specific software 

components. Referring to Figure 9, a package comprises one or more files of a 
software component. A group of related packages forms a bundle. For example, 
a bundle may comprise all of the packages that constitute the files of a given 
program. A bundle can include another bundle as one of its components, as 
illustrated for the case of Bundle 456, which includes Bundle 789. A role, in 
turn, comprises multiple bundles, as well as the order in which those bundles are 
to be installed on a device. Within the database 32, the information about each 
role can be stored as a list of the packages contained within that role, in the order 
in which installation is to occur. 

[0059] Each device, therefore, is assigned three roles, namely an OS role, 

an APP role and a Content role. If one of the tiers of a site needs to be scaled up 
by adding another server, the required device can be easily built by obtaining the 
appropriate OS role, APP role and Content role from the model information stored 
about that type of device in the database 32. Once the operating system and agent 
have been loaded onto a server, it can be connected to the provisioning network 
3 1 and the software packages associated with each of the APP and Content roles 
are retrieved from the file system 34, and provided to the agent 36, for installation 
and configuration on the device, to complete the provisioning. 



-22- 



[0060] This approach enhances the flexibility of the automated 

provisioning process, since each device to be provisioned is easily defined by its 
assigned roles, and hence different devices can be provisioned with different 
software, while the overall process remains the same. It also ensures 
repeatability, since all devices which are assigned the same roles will have the 
same software components. Furthermore, by partitioning the software for a 
device into different roles, each role can be upgraded separately from the other 
roles. Thus, as the content of a web site is changed, the packages for that role can 
be upgraded, without affecting the packages of the other roles, or impacting upon 
the provisioning process. 

[0061] The definition of the roles to be assigned to a device and stored in 

the database 32 is carried out through the user interface 40. The different roles 
can be associated with different access rights, to thereby affect their ability to be 
manipulated. For instance, members of an IT department at the web site host may 
require access to their Content roles, so that they can regularly update the site. 
However, access to the OS roles may be limited to certain personnel at the data 
center or other entity which manages the web site infrastructure. The access 
rights associated with the different roles can be stored in the trust hierarchy 37. 
[0062] Although the foregoing example has been provided with reference 

to three types of roles, it will be appreciated that a greater number of roles can be 
employed to provide finer gradations between the different types of software on a 
device. Similarly, it may be preferable to utilize a greater number of roles if more 
than three different levels of access are set forth in the trust hierarchy for the 
software components. 

[0063] When provisioning is to be carried out on a device, the commands 

to perform this operation are provided to the agent 36 for the device by means of a 
command queue. Each queue comprises a set of commands that are to be run by 
the agent 36 in a specific order. The commands may be individually designated 
via the user interface 40, or be a predefined script that is stored in the database 32 
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and called up via the user interface. The command queue is stored in the database 
32 to provide persistence, so that in the event the gateway should experience a 
failure while a series of commands is being carried out, the queue will still exist 
when the gateway is restored to an operational state. While a command queue is 
being executed, the gateway keeps track of its state in the database, i.e. which 
command was the last one to be sent to the agent, so that it can easily return to 
that command if a failure occurs. 

[0064] The commands are executed via interaction between the gateway 38 

and the agent. Referring to Figure 10, once a command queue has been created, 
the execution of the commands begins with a poke message 42 from the gateway 
to the agent, informing the agent that there is a command to be run. The agent 
opens a new connection to the gateway and returns a response 44 through this 
connection, inquiring about the command. By requiring the agent to open a new 
connection, i.e. a different secure socket, and request the command from the 
gateway, the possibility of spoofing is decreased. Specifically, if a spoofer should 
attempt to send an agent a rogue command, the agent will respond to the gateway 
with a request for a command. If there is no legitimate command to be run by 
that agent, the gateway simply responds with "No Command", and the agent 
returns to its prior state. 

[0065] Thus, the present invention provides a technique whereby the 

validity of a message or a command transmitted to an agent may be verified. This 
verification, in accordance with an embodiment of the present invention may be 
accomplished using a lightweight directory access protocol (LDAP). Additionally, 
in accordance with an embodiment of the present invention, the access level of the 
agent may be verified by the system by way of a convenient communications 
protocol, such as LDAP or the like. 

[0066] Upon receiving the inquiry from the agent in response to a poke 

message, the gateway retrieves the first command in the queue, and provides it to 
the agent in a message 46, e.g. get and install a package at a designated address, 
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such as a file locator address, in the file system. The agent runs the command, 
and then reports back to the gateway with a result 48. Alternatively, the gateway 
may provide the agent with the file locator address of the install packages to be 
installed in response to a command from the queue, which may be presented, for 
example in the form of a uniform resource locator (URL). If it takes some time to 
execute the command, the report message may be by means of a new socket, to 
prevent an open interface between the agent and the gateway. The report also 
includes an inquiry as to the next command to be executed. If there is another 
command in the queue, it is retrieved by the gateway and forwarded to the agent, 
e.g. configure the files that were just installed with designated parameter values. 
The process continues in this manner, until the end of the queue is reached, at 
which time the gateway responds to the agent's most recent inquiry with a 
message 50 that there is no command to be executed. At this point, the procedure 
ends. 

[0067] One of the commands 52 that can be sent to the agent is to reboot 

its device. In response to receipt of this command, the agent sends a result 
message 54 which informs the gateway that it is rebooting. The gateway does not 
respond to this message, but places the command queue in a reboot status. Upon 
rebooting, the agent sends a message 56 to the gateway to inform it that it has just 
rebooted. In response, the gateway checks the command queue and, if there are 
commands remaining to be executed, sends the next command 58 in the queue to 
the agent. 

[0068] The agent 36 can include functionality for determining the hardware 

and/or software configuration of the device on which it resides. This feature is 
useful in identifying discrepancies between the data stored in the database 32 
regarding the model for the intended configuration of the device, and the actual 
configuration of the device. The results of the configuration assessment 
performed by the agent can be reported to the gateway each time the agent 
reboots. Alternatively, or in addition, these results can be automatically provided 
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on a regular basis by the agent, e.g. every few hours, as part of a reporting 
mechanism which enables the gateway to monitor the continued operation of all of 
the devices. When the results are returned to the gateway, they can be compared 
with the model stored in the database 32, and any differences reported to the user 
interface 40, so that they can be appropriately noted and corrected, if necessary. 
[0069] One type of action that can be taken when a difference is noted is to 

apply the changes to the model. As described previously, it is possible to 
reconfigure a device separately from the model, by means of an external browser 
39, or the like. When a change is made to a device in this manner, it will be 
detected the next time that the agent provides a report on its device. Based on an 
earlier request for authorization that was received from the agent, the gateway is 
aware of the person who initiated the changes. If this person is recognized as one 
who has authority to make system- wide changes, the changes that were made to 
the device can be applied to the model. Thereafter, these changes are 
disseminated to all of the other devices which have the same roles as the one 
which was changed. 

[0070] In accordance with an embodiment of the present invention, locking 

devices may be employed to ensure that the agents are not overburdened. This 
may be accomplished, for example, by way of an agent queue locking device 
implemented on the network gateway, which stores a device identification number. 
By way of this locking device, the gateway is prevented from attempting to send 
a second command queue to the device that is currently busy, whose identification 
number is stored by the locking device, and prevents the system from attempting 
to execute a second queue on that device until the device is not busy and the 
locking signal has been removed for the device. 

[0071] Additionally, a second type of locking device may be used. This 

second locking device may identify an agent queue by way of an identification 
number. By way of this second locking device, only a single queue may be 
executed by a particular agent at any given time. Thus, the network is prevented 
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from attempting to require an agent to accomplish more than one task at a single 
time. 

[0072] In practice, when an agent is used to execute commands on a 

device, a series of steps wherein the agent queries the system database are 
required. The agent may obtain information from the system database by way of 
the data model of the database, which is described in copending Application No. 
09/699,353, which is incorporated by reference above, and which is directed to 
"A Data Model for Automated Server Configuration," ("Data Model 
Application"). In the above-referenced Data Model Application, several tables 
containing data relating to variables contained within the database are set forth. 
The agent queries these tables, which will be referred to according to their 
numbering in the data model application, in order to extract required information, 
and interact in a useful manner with the network system. 
[0073] One illustrative example in which the agents interact with the data 

model is when the agents perform the task of installing software on a hardware 
device. In accordance with an embodiment of the invention, the agent may reside 
on the hardware device upon which software is to be installed. Such a scenario is 
illustrated in Figure 7, which will be referred to in connection with the tables in 
the Data Model Application for ease of understanding. 

[0074] A user, by way of the user interface 40 may indicate a desire for 

software to be installed on a device, such as Device 1. Upon such an indication, 
the communication gateway 38 sends a message to the agent 36 indicating that it 
has a command for the agent 36 to execute on the Device 1 . The agent, in 
accordance with the present invention, then replies to the communication gateway 
38 and asks for the command to be executed, which may be a device role, for 
example. In response, the communication gateway 38 transmits the device role 
for the Device 1 to the agent 36. The device role comprises a series of software 
packages or units to be installed on the Device 1 . 
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[0075] Once the agent 36 has received the device role, it queries the 

communication gateway 38 regarding the specific software units or packages 
associated with the device role. The communication gateway 38 in turn queries 
the data model described in the Data Model Application regarding the software 
packages or units associated with the device role received by the agent 36. 
[0076] The variables associated with the device role communicated to the 

agent 36 are set forth in Table 13 of the Data Model Application. The variables 
within Table 13 of the data model application, refer to identification numbers of 
various other roles, such as device pool roles, account roles, and application roles. 
The communication gateway 38 requests the units associated with each of the 
device pool roles, account roles, and application roles referenced in the device 
roles table. 

[0077] Upon acquiring the identification number of each of the device 

pool, account, and application roles, the communication gateway 38 then queries 
the tables relating each of these roles to obtain the identification number of the 
software units contained therein. In the Data Model Application, these tables are 
Tables 8,7, and 4, respectively. Within each of these tables, an identification 
number of each unit associated with the respective roles is represented. 
[0078] Upon acquiring the identification number of each of the software 

units associated with the device role, or the roles related thereto (i.e., the device 
pool role, the account role, and the application role) the communication gateway 
38 then returns the union of all unit identification numbers obtained in the query, 
along with the variable indicating the units' location within the central file system 
34, which is obtained in Table 1 of the Data Model Application. The agent 
receives the unit location from the communication gateway 38, and attempts to 
retrieve the software units from the central file system 34. To do this, the agent 
36 provides the file server 35 with the unit location of each of the software units 
desired from the central system 34. 
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[0079] Upon receiving the request from the agent 36, the central file 

system 34 examines the source IP address of the Device 1 upon which the agent 
36 resides to determine if the agent 36 is authorized to retrieve the desired 
software units. In making this determination, the central file system 34 requests 
that the communication gateway 38 query the central database 32 regarding the IP 
address of the Device 1 upon which the agent 36 resides. The ultimate 
determination of whether of not the agent 36 is authorized to access the requested 
software units may be based on a variety of factors, such as customer account 
access limitations, software compatibility, and the like. 

[0080] In the case that authorization is determined according to account 

restrictions, a number of tables from the central database 32 are queried to 
determine if the IP address of the Device 1, upon which the agent 36 resides, 
belongs to a customer account which is authorized to access a requested software 
units from the central file system 34. In making this determination, first Table 81 
of the Data Model Application is queried which contains the IP addresses of the 
various devices on the network. These IP addresses may be separated into various 
VLANs, which are related customer service tiers. Multiple customer tiers are 
then related to specific customer accounts. Thus, the communication gateway 38 
then can query the central database 32 to determine the account of an IP address 
by querying the tables of the Data Model Application to obtain the VLAN pool 
identification number associated with the IP address of the Device 1 . Then the 
VLAN IP pools Table 77 of the Data Model Application is queried to determine 
the VLAN compartment identification number corresponding to the IP address. 
Once the VLAN compartment identification number has been determined, the 
system may then query the VLAN compartment Table 73 of the Data Model 
Application to determine the customer tier identification number associated with 
the IP address. Once the customer tier identification number has been determined, 
the account identification number associated with the IP address may be looked up 
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in the customer tiers Table 70, whereupon the accounts Table 67 may be looked 
up to determine the units associated therewith. 

[0081] If the communication gateway 38 queries the central database 32 

and discovers that the IP address in the units request communication (e.g., in the 
IP packet header) does not exist within the IP address Table 81, then the file 
server 35 and the central file system 34 will refuse to provide the agent 36 with 
the requested software units. If, on the other hand, the access of the agent 36 is 
verified by way of the IP address of the Device 1 on which the agent 36 resides, 
the central file system then provides the agent 36 with all of the software units 
requested by the agent 36 to which the agent has access. 

[0082] The procedure described above relates to verifying the access of a 

requesting agent to receive specific software packages. However, those skilled in 
the art would recognize that additional information could be obtained by way of 
the communication gateway 38 from the central database 32 using the database 
data model provided in the Data Model Application. Such information may 
include, for example, determinations regarding software compatibility of 
applications to be installed on devices with other applications on the devices, 
hardware configurations of the devices, compatibility of hardware configurations 
of the device with the software to be installed thereon, and the like. Additionally, 
device authorizations and access control lists (ACLs) may be queried to determine 
if a device has access to specific software units. The software units may be 
provided in bundles from the central file system 34 along with additional 
instructions for installing the software units on hardware devices. Additionally, 
those skilled in the art will recognize that the trust hierarchy 37 would be used to 
provide any of the authorization or access control information of the present 
invention. 

[0083] Figure 11 illustrates one example of the structure of the agents 36. 

A first layer of the agent comprises an abstraction layer 60 which communicates 
with the operating system 62 for the device of interest. If this abstraction layer is 
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written in a language such as Python, for example, it provides multi-platform 
capabilities, enabling the same agent to be used with many different types of 
operating systems. In essence, this layer provides functionality analogous to that 
of a virtual machine for interpreted bytecode languages, such as Java. 
[0084] Another component of the agent is a communications interface 64 

which accepts connections from the gateway 38 and other trusted sources. In 
response to a command received from the gateway, the interface 64 makes a call 
to a main module 66. This module, in turn, makes a call to an agent library 68. 
This library contains a number of components 70 that relate to the different 
functions that are performed by the agent, such as load packages, establish a 
network connection, etc. These components 70 are generic to all operating 
systems. Plug-in modules 72 which are specific to the particular operating system 
62 are associated with the library components 70. These plug-in modules 
communicate with the abstraction layer 60 to cause specific actions to be 
performed by the operating system. In some cases, the plug-in modules may have 
the capability to communicate directly with the operating system 62, in which case 
they can bypass the abstraction layer. 

[0085] The foregoing description has been provided in the context of one 

provisioning network that may be used to control devices at one data center. It 
will be appreciated that such a network can be a subnetwork in a wide-area 
network which controls devices at several data centers. In such an embodiment, 
the communication gateways in each subnetwork can exchange information with 
one another regarding the data stored in their respective database systems 32 
and/or software packages in their file systems 34. Hence, if an entity has its web 
site infrastructure apportioned over several data centers, the provisioning 
operations can be coordinated amongst the various centers. 
[0086] From the foregoing, therefore, it can be seen that the present 

invention provides a framework for the automated provisioning of devices which 
constitute the infrastructure of a web site, such as servers. Two significant 
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features of this framework are its flexibility and the repeatability of the results that 
are obtained. The flexibility permits the varied needs of different web sites to be 
readily accommodated, and thereby avoids the limitation of having to configure 
the architecture of every site the same way. The repeatability ensures that every 
server will have the proper set of software components once it has been 
provisioned, and thereby be ready to operate immediately. In addition to these 
features, the automated provisioning that is provided through this system achieves 
a significant time savings, enabling the entire process to be accomplished in 
substantially less time than is required for manual provisioning. 
[0087] It will be appreciated by those of ordinary skill in the art that the 

present invention can be embodied in other forms without departing from the spirit 
or essential characteristics thereof. For instance, while an exemplary embodiment 
of the invention has been described in the context of provisioning web site servers 
in a data center, it will be appreciated that the principles underlying the invention 
can be applied in any environment where computing devices need to be configured 
and/or updated on a relatively large scale. The foregoing description is therefore 
considered to be illustrative, and not restrictive. The scope of the invention is 
indicated by the following claims, and all changes that come within the meaning 
and range of equivalents are therefore intended to be embraced therein. 
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